
IT VOICE SERVICE TERMS AND CONDITIONS 
(last updated January 24, 2024) 

These Terms and Conditions will apply to your services upon any service purchase, renewal, upgrade, 

or additional service purchase from IT Voice and/or its affiliates. 

These IT Voice Service Terms and Conditions (these "Terms"), together with any applicable Order 

Document(s) and applicable Supplemental Terms (collectively, the "Agreement"), constitute a binding 

agreement between IT Voice and/or its Affiliates (together, "Provider") and Customer (each a "Party") 

under which Provider provides Customer access to Provider's Services.  Customer accepts and agrees to 

be bound by the Agreement by executing an Order Document or by using Provider's Services. 

1. DEFINITIONS. Unless otherwise defined in the Agreement, capitalized terms have the following 

meaning: 

"Affiliate" means an entity that controls, is controlled by, or is under common control with a 

Party. For this definition, "control" means direct or indirect ownership of more than 50% of the 

voting interests of the subject entity. 

"Aggregate Data" means anonymized and de-identified data derived from the data of multiple 

customers of Provider (including Customer Data) for the purpose of summarizing information. 

"Applicable Laws" means all applicable local, state, provincial, federal, and international laws and 

regulations. 

"Authorized User" means any Representative or other person or entity acting on Customer's behalf 

who is authorized by Customer to use the Services and who has been supplied with access to the 

Services either by Customer or by Provider at Customer's request. 

"Beginning of Service Date" means the first day on which Provider begins processing billing for 

Services provided to Customer. 

"Carrier Cutover Date" means the date applicable Carrier Services have been activated, the 

Internet or Network is operational, and Customer telephone numbers have been ported for use on 

the new service. 



"Confidential Information" means information designated by a Party or a Party's Affiliate as being 

confidential or private, or would under the circumstances be reasonably understood by the 

Receiving Party to be confidential, and that is disclosed by a Party, its Affiliates, or their respective 

Representatives (the "Disclosing Party") to the other Party, its Affiliates, or their respective 

Representatives (the "Receiving Party"), regardless of the form of disclosure.  

Confidential Information includes, but is not limited to, software, technical processes and formulas, 

source codes, product designs, sales, cost and other unpublished financial information, product 

and business plans. Confidential Information shall not include information that the receiving party 

can demonstrate (a) is, as of the time of its disclosure, or thereafter becomes part of the public 

domain through a source other than the Receiving Party, (b) was known to the Receiving Party as 

of the time of its disclosure, (c) is independently developed by the Receiving Party, or (d) is 

subsequently learned from a third party not under a confidentiality obligation to the Disclosing 

Party. 

"Content" means any information provided by Provider through its services. 

"Customer" means the legal entity that executes an Order Document or uses the Services. 

"Customer Data" means any information, including Personal Information, uploaded, provided, or 

made accessible to Provider by Customer or Authorized Users (or by Provider on behalf of 

Customer) to use the Services. 

"Documentation" means Provider's user guides, training manuals, instructions, usage information, 

and other similar documentation, as updated or revised by Provider from time to time, that 

Provider provides to Customer (i) within the Service or (ii) at one of Provider’s websites or portals  

(or a successor site that Provider may designate from time to time). 

“Effective Date” means the first day of the month following completion of the Equipment Cutover 

Date, the Carrier Cutover Date, the Managed IT and Cloud Transition Date, and the Other Services 

Transition Date.  Provider reserves the right to invoice the Customer for partial and full services 

delivered by Provider prior to the Effective Date. 

"Equipment Cutover Date" means the date equipment is installed and functional at Customer's 

location. 



"Expenses" means any reasonable, preapproved expenses described in an Order Document or 

otherwise as being reimbursable to Provider by Customer, that Provider actually incurs while 

providing Customer the Services. Provider's reimbursable Expenses include (as applicable) postage 

fees, wire transfer fees, and other out-of-pocket administrative costs. 

"Intellectual Property" means all trade secrets, Inventions, patents and patent applications, 

trademarks and service marks (whether registered or unregistered and including any goodwill 

acquired in such marks), trade names, trade dress, copyrights, moral rights, rights in Inventions, 

and all other intellectual property and proprietary rights (whether registered or unregistered, any 

application for the foregoing, and all rights to enforce the foregoing), and all other equivalent rights 

that may exist anywhere in the world. 

“Interim Service Period” means the time period between the Beginning of Service Date and the 

Effective Date. 

"Invention" means any work of authorship, invention, know-how, device, design, algorithm, 

software code, method, process, improvement, concept, idea, expression, or discovery, whether 

or not copyrightable or patentable and whether or not reduced to practice. 

"IT Voice" means Slappey Communications, LLC, a Texas limited liability company with offices 

located at 4260 Cahaba Heights Court, Suite 100, Birmingham, Alabama 35243. 

"Managed IT and Cloud Transition Date” means the date Cloud and IT Services have been 

activated and Provider begins providing the Cloud and Managed IT Services. 

"Order Document" means a Sales Order, scope of work, service agreement, or other document 

used to purchase Services from Provider. 

"Other Services Transition Date” means the date any Services other than those already defined 

have been activated and Provider begins providing the other Services. 

"Personal Information" means any information that relates to an identified or identifiable natural 

person or that reasonably could be used to identify that person, or other data or information 

defined as personal information under Applicable Laws.  



"Provider Technology" means the technology and Intellectual Property used in providing the 

products and services offered by Provider, including computer software programs, websites, 

networks, and equipment. Provider Technology does not include Third-Party Applications. 

"Representative" means a director, officer, employee, consultant, advisor, representative, or agent 

of the subject party. 

"Sales Order" means Provider's sales order form that describes the Services, Professional Services, 

and support plans ordered by Customer and the fees, certain Expenses, and other specified terms. 

"Service(s)" means the Provider service offering(s) specified in the applicable Order Document. 

"Supplemental Terms" has the meaning provided in Section 15 of these Terms. 

"Term" has the meaning provided in Section 8 of these Terms. 

"Third-Party Applications" means computer software programs and other technology that are 

provided or made available to Customer by third parties. 

2. THE SERVICES. Each service may be governed by additional terms that describe usage and additional 

obligations of the Parties with respect to that particular Service only. Section 15 contains descriptions of 

Provider's services and links to their corresponding Supplemental Terms. Supplemental Terms for services 

that Customer does not purchase, or use do not apply to Customer. 

a. Use of the Services. Provider delivers Cloud, VoIP, networking, managed IT, security, and other 

services on a subscription basis. Provider hereby grants a nonexclusive, nontransferable, worldwide 

right to access and use the Service(s) during the Term to Customer, solely for Customer's internal 

business operations. All other rights are reserved by Provider. Customer will not be granted access 

to services that are not included in an Order Document signed by Customer and accepted by 

Provider, except as otherwise provided in the Agreement. 

b. Customer's Account. Customer access the Service(s) will be provided through an account 

enabled by Provider ("Account"). Customer shall designate a specific person or persons authorized 

by Customer to manage and support the Account, including the creation of usernames and 

passwords for Authorized Users. Customer is the only Party responsible for maintaining the status 



of its Authorized Users. Customer and its Authorized Users shall maintain the confidentiality of all 

usernames, passwords, access, and Account information under their control. Provider shall not be 

responsible for unauthorized access to the Account, except to the extent caused by Provider's 

breach of the Agreement, including its obligations under Section 5. Customer must notify Provider 

promptly if (i) Customer reasonably believes the Account has been compromised, including any 

loss, theft, or unauthorized access, use, or disclosure of Account information or (ii) Customer 

believes any other breach of security in relation to Customer's Account information or the Services 

may have occurred or is reasonably likely to occur. 

c. Provider's Responsibilities. Provider shall: (i) track uptime statistics and, as applicable, provide 

status updates via email or customer portal or an equivalent replacement; (ii) use commercially 

reasonable efforts to make the Services available 24 hours a day, 7 days a week, except for: (1) 

planned downtime (scheduled with at least 1 days' notice and at a time intended to minimize 

impact to Provider customers), (2) any disruption of Services caused by circumstances beyond 

Provider's reasonable control, including internet service provider, voice carrier, or local network 

failures or delays or denial of service attacks against which Provider maintains commercially 

reasonable prevention controls (3) lack of functionality due to firewalls, switches, software or any 

other services provided by third parties or Customer that are necessary for proper functioning of 

the Services or features of the Services; (iii) provide its standard support for the Services to 

Customer at no additional charge, or upgraded support if purchased separately; and (iv) conduct 

its business in compliance with Applicable Laws.  Nothing in the Agreement shall preclude Provider 

from providing services to others which may result in competitive computer programs techniques, 

products and documentation, whether or not such materials are similar to materials developed by 

Provider pursuant to the Agreement. 

d. Customer's Responsibilities. Customer shall (i) ensure Customer's configuration and set up of 

the Services is accurate and complete at all times; (ii) ensure the Services are compatible with 

Customer's business and systems requirements; (iii) ensure the accuracy and completeness of all 

information provided by Customer in connection with the Services (billing information, purchase 

orders, etc.); and (iv) be responsible for the provision, maintenance, and use of Customer's 

hardware, network, internet connectivity, and software. Customer shall comply with the 

Acceptable Use Policy available at www.itvoice.com, with all Documentation, and with all 

Applicable Laws. Customer shall ensure Authorized Users and Representatives of Customer (and, if 



Customer enables its Affiliates to use the Services, its Affiliates, their Authorized Users, and their 

Representatives) comply with all Customer obligations under the Agreement. Customer shall be 

responsible for the acts and omissions of its Affiliate's Authorized Users and Representatives as 

though they were Customer's own Authorized Users and Representatives.  

e. Customer Affiliates. Customer may enable its Affiliates to use the Services. Unless Provider 

accepts an Order Document from an Affiliate or otherwise agrees in writing, all use of the Services 

by Customer's Affiliates will be under Customer's Account, Customer (not the Affiliates) will be 

invoiced for the Services, and Customer shall pay all invoices to Provider. When an Affiliate of 

Customer uses the Services, all references to "Customer" in the Agreement relating to access or 

use of, or restrictions or limitations on access or use of, the Services shall refer to the Affiliate. Only 

the entity specified on an Order Document may (i) take any action to enforce such entity's rights 

and obligations arising from the Agreement, or (ii) request technical support for such entity with 

respect to the Services. 

f. Provider Affiliates. Provider may perform the Services itself or through any of its Affiliates. When 

an Affiliate of Provider provides the Services, all applicable references to "Provider" in the 

Agreement shall refer to such Affiliate. Provider is responsible for its Affiliates' compliance with the 

terms of the Agreement, and for their acts and omissions of its Affiliates as though they were those 

of Provider. Customer shall pay all invoices to whichever of Provider or Provider's Affiliate that 

issued the invoice. 

g. Subcontractors. Provider may use subcontractors to perform the Services and Provider shall be 

responsible for the acts and omissions of such subcontractors. 

h. Restrictions. Customer shall use the Services only as set forth in the Agreement and the 

Documentation and shall not use the Services for the benefit of any third party. Customer shall not 

(i) reverse assemble, reverse engineer, decompile, or attempt to derive source code 

from Provider's services, Content, or Provider Technology; (ii) reproduce, modify, create, or 

prepare derivative works of Provider's Content, Provider Technology, or Documentation; (iii) 

distribute or display Provider's Content, Provider's Technology, or Documentation other than to 

Authorized Users; (iv) share, sell, rent, lease, or otherwise distribute access to Provider's services 

(except to Customer's Affiliates as expressly permitted in Section 2(e)), or use Provider's services 



to operate any timesharing, service bureau, or similar business; (v) alter, destroy, or otherwise 

remove any proprietary notices within Content, Provider Technology, or Documentation; or (vi) 

disclose the results of any benchmark tests to any third parties without Provider's prior written 

consent. 

i. Unsupported APIs and Third-Party Application Integrations. Provider may cease to support older 

APIs and functionality with respect to specific Third-Party Applications as of the date specified in 

the Documentation in accordance with Section 9(b)(i)(2) of these Terms. The following sections of 

these Terms will not apply to Customer's continued use of such APIs or functionality beyond the 

specified date: (i) support obligations in Section 2(c)(iii), (ii) warranty obligations in Section 9(b)(i) 

(Provider's Warranties) and (iii) any support or warranty obligations or any timeliness or accuracy 

guarantees set forth in any applicable Supplemental Terms. 

j. Use Monitoring. Provider reserves the right to review the usage of all services (including, by way 

of example and not limitation, hosted, VOIP, SIP, faxing, data-retention, data-backup, and any other 

applicable services) to ensure that Customer is not abusing such plans. Customer understands that 

unlimited plans or plans that do not specify a usage amount are to be used for normal business use 

only.  Customer shall not employ methods or devices to take advantage of the plans by using the 

Services excessively or for means not intended by Provider. Customer agrees that Provider has the 

right to terminate the Service or charge additional fees if Customer’s usage is abnormal as 

determined in Provider’s sole discretion. 

k. Charges for Additional Services. Any service(s) not identified and included in the Order 

Document(s) will not be included within the price and will be the sole responsibility of the 

Customer. Provider assumes no liability or responsibility for service(s) not identified or included. 

l. Equipment Services. Provider may provide any equipment-based Services with a mixture of used, 

refurbished, and new equipment as determined in Provider’s sole discretion. 

m. Provider Access & Information. Customer shall give Provider remote, administrative access to 

all of the necessary equipment and or portals through any of Customer's relevant network 

equipment and services (firewalls, routers, switches, cloud appliances, etc.). Customer 

acknowledges it will incur additional charges if Provider's access capabilities are modified or limited 



in any way by Customer's equipment, services, employees and/or other technology vendors. 

Customer shall participate with and deliver required materials and information to Provider on a 

timely basis and Customer shall be solely responsible for any delays and/or additional expenses 

incurred by either Party as the result of Customer's failure to do so. Customer shall be solely 

responsible for, and shall have sole control over, the content of any information passing through 

Customer's network. 

n. Support & Maintenance Coverage. Support and maintenance coverage shall be provided during 

normal business hours (Monday through Friday 8:00 AM to 5:00 PM, Customer local time). Support 

and maintenance coverage shall only cover the specific equipment, users, and scope of work as 

outlined in the Order Document(s). Unless otherwise included, all non-labor costs, including 

hardware, software, accessories, and consumables are not covered by the Agreement. Equipment 

maintenance coverage does not include any damage from physical breakage or acts of nature. 

Provider may replace any broken equipment covered by the maintenance coverage with used 

equipment as Provider deems necessary. Customer understands that support and maintenance 

coverage will be limited on any end of life (“EOL”) products. Maintenance and support on EOL 

products will be limited to Provider’s reasonable efforts. If Provider cannot fix an issue with an EOL 

product, the Customer may (a) pay to upgrade that portion of the solution or (b) abandoned that 

portion of the solution. Fees and Expenses for additions, moves, and changes will be invoiced to 

Customer.  Any Services provided that are not included in the scope of the Agreement will be 

invoiced to Customer on a time and materials basis. Provider shall be entitled to rely on all oral and 

written orders and instructions issued by Customer, its employees or agents, including, without 

limitation, instructions to initiate work and/or perform work and incur expenses on Customer’s 

account. On-site services not included within the scope of Services will be invoiced on a "portal-to-

portal" basis, meaning hourly charges will begin when Provider's staff member leaves Provider's 

office and will end when the staff member completes the services at Customer's place of business.  

Support requests will be answered by Provider in the order in which they are received. Remote 

support services not included within the scope of services will be charged to Customer in quarter-

hour increments (i.e., for each quarter hour or portion thereof) per incident. On-Site Support 

services not included within the scope of services will be charged to Customer in one-hour 

increments (i.e., for each hour or portion thereof) including travel time. Support for solutions not 



purchased from Provider will be limited to reasonable effort support, may require engagement with 

a third party, and may result in additional charges to Customer. 

o. Standard Operational Hours. Operational hours for Provider's hosted systems are 5:00 AM to 

10:00 PM Central Time. The period between 10:00 PM and 5:00 AM Central Time is reserved for 

maintenance, repairs and backup procedures.   

p. Quantities. The Service Fees set forth in the Order Document(s) only includes the specific items 

outlined in the document and may not be inclusive of all users, systems, equipment, or 

infrastructure in use by Customer. Customer will be invoiced by Provider for all applicable users, 

systems equipment, and infrastructure provided with the Services (which may result in an increase 

to the estimate given by Provider). Customer may add additional users, systems, equipment, and 

infrastructure to the Agreement subject to additional one-time and/or monthly charges. 

3. PROPRIETARY RIGHTS 

a. Provider's Intellectual Property. Provider does not convey nor does Customer obtain any right 

in the programs, systems, data or materials utilized or provided by Provider in the performance of 

the Agreement (together with, but not limited to, their source codes and related documentation 

and instructions); provided, however, that Customer shall have a perpetual, royalty-free license to 

use for Customer's internal business purposes any and all programming deliverables described on 

the applicable Order Document from and after full payment to Provider of all amounts due. 

Provider shall hold all right, title, and interest in and to all techniques, methods, ideas, products, 

and programs developed by it in connection with the performance of the Agreement.  Provider 

retains and own all right, title, and interest in Services, Content, Provider Technology, the 

Documentation, Provider's Confidential Information, and all enhancements or improvements to, 

or derivative works of, the foregoing, including any Intellectual Property rights therein. Nothing in 

the Agreement transfers or conveys any ownership interest in Provider's Intellectual Property to 

Customer. 

b. Customer's Intellectual Property. Customer retains all ownership rights in Customer Data and 

Customer's Confidential Information, including any Intellectual Property rights therein. Nothing in 

the Agreement transfers or conveys any ownership interest in or to the Customer Data or 



Customer's Confidential Information to Provider.  Notwithstanding the foregoing, Provider may 

create Aggregate Data (as defined in Section 4(b) (Aggregate Data)), and shall own all right, title, 

and interest in Aggregate Data, both during and after the term of the Agreement. 

4. PRIVACY AND SECURITY  

a. Use of Customer Data.  Customer Data may be used, retained, and disclosed by Provider solely 

to (i) provide the Services; (ii) provide customer support; and (iii) comply with Applicable Laws.  

Personal Information of any employee or authorized Customer Representative (i.e., names and 

email addresses) are not included in Customer Data and Customer's Confidential Information 

collected or received by Provider in connection with the procurement or use of, or payment for, 

the Services.  Provider shall use such Personal Information as provided in the Provider Privacy Policy 

available at www.itvoice.com, which describes how to manage individual communication 

preferences. 

b. Aggregate Data. Aggregate Data may be generated, created, and used by Provider for any lawful 

purposes. Personal Information relating to Customer, Authorized Users, Customer's clients or 

customers, or other information that could reasonably identify a natural person or Customer shall 

not be included in Aggregate Data. 

c. Protection of Customer Data, Personal Information, and Confidential Information. Each Party 

is responsible for complying with Applicable Laws (including, without limitation, applicable data 

protection legal requirements) in connection with the Agreement. Provider shall prevent 

unauthorized release, access, destruction, modification, or disclosure of Customer Data, 

Confidential Information, or Personal Information by implementing and maintaining commercially 

reasonable technical, administrative, and physical safeguards and security methods. Provider's 

security methods may be updated, upgraded, changed, or supplemented as determined in 

Provider's sole discretion, which may require Customer to take action for continued use of the 

Services.  Customer is responsible for advising Provider of any compliance requirements necessary 

for operation of Customer's business and provider will assist Customer in meeting such 

requirements through installation and maintenance of technology solutions.  Customer shall 

validate that deployment and use of such solutions meet Customer's compliance requirements.  

Notwithstanding the foregoing, Customer acknowledges that Customer is solely responsible for its 



compliance with HIPAA, PCI, and other regulatory data security requirements.  Customer is solely 

responsible for implementing any monitoring appropriate operational and security procedures and 

backup requirements selected by Customer and for making backup copies of all data. 

d. Notices. Provider shall notify Customer without undue delay in accordance with Applicable Laws 

of unauthorized use, access or disclosure of any Customer Data or Customer's Confidential 

Information in Provider's control, including incident information required under Applicable Laws or 

reasonably requested by Customer to allow Customer to comply with its obligations under 

Applicable Laws. Provider shall use commercially reasonable efforts to identify the cause of the 

incident and remediate the cause within Provider's systems to the extent within Provider's 

reasonable control. 

5. CONFIDENTIAL INFORMATION 

a. Use of Confidential Information.  Except as provided for in the Agreement, the Receiving Party 

shall not make any disclosure of the Disclosing Party's Confidential Information to anyone other 

than the Receiving Party's employees who have a need to know in connection with the Agreement. 

The Receiving Party shall notify its employees of their confidentiality obligations with respect to the 

Disclosing Party's Confidential Information and shall require its employees to comply with these 

obligations.  

b. Disclosures Required by Law. If any Applicable Laws or judicial or administrative order requires 

disclosure of any of the Disclosing Party's Confidential Information by the Receiving Party, if legally 

permitted the Receiving Party shall promptly notify the Disclosing Party in writing before making 

any such disclosure, to allow the Disclosing Party's to protect its Confidential Information. The 

Receiving Party shall cooperate with the Disclosing Party's, at the Disclosing Party's reasonable 

expense, in seeking and obtaining protection for the Disclosing Party's Confidential Information. In 

the absence of a protective order, the Receiving Party may disclose only that portion of the 

Confidential Information that is legally required to be disclosed. 

6. FEES AND PAYMENT 

a. Fees. Customer shall pay all fees specified in each Order Document and applicable Expenses. 

Subscription fees will be invoiced to Customer in advance. Payment obligations are non-cancelable 



and fees and Expenses paid are non-refundable. Provider may provide one or more invoices for the 

services and invoices may be issued by any combination of IT Voice and its Affiliates.  Any cost 

saving estimates given by Provider are not guaranteed.  Prices for goods are based on use or trade-

in of Customer's existing cable and communications equipment where appropriate.  All pricing is 

for informational purposes only until approved by the Parties in a signed Order Document. Unless 

expressly specified otherwise in any Order Document, all fees, rates, and estimates exclude Taxes 

(as defined in Section 6(e)). 

b. Ancillary Fees. Customer shall be responsible, and Provider will invoice, for fees and Expenses 

related to the following: (i) time spent by Provider to resolve functionality issues arising under 

Section 2(c)(2); and (ii) as provided in the Supplemental Terms. 

c. Payment. Providers pricing is based upon built in discounts for Customer agreeing to setup their 

payment account with Provider on autopay.  If Customer removes autopay, Customer agrees to 

pay all additional fees associated with the removal of autopay.  Notwithstanding the foregoing, 

Customer shall pay all invoiced fees and Expenses within ten (10) days after receipt of an invoice 

for same unless otherwise agreed by Provider in writing.  Customer payments will be applied to the 

oldest invoice first. If an invoice remains unpaid thirty (30) days after the billing date a finance 

charge of 1.5% (18% per annum) will be applied.  All payments will be made via Provider's online 

portal.  Additional fees will apply if Customer requires paper invoices. 

d. Subscription Plans. Customer's subscription plan for the Service is specified in the applicable 

Order Document. A Service subscription cannot be reduced during the Subscription Term. 

e. Taxes. Customer is responsible for any applicable sales, transfer, use, excise, value-added, or 

similar taxes, levies, duties, surcharges, and other gross receipts-based tax imposed against or on 

products and services, payable with respect to Customer's order of Services assessable by any local, 

state, or federal jurisdiction ("Taxes"). Customer shall be responsible for any such Taxes and shall 

either (i) remit such Taxes to the Provider or (ii) provide Provider with a certificate or other 

acceptable proof evidencing an exemption from liability for such Taxes.  In the event the Provider 

fails timely to invoice Taxes on taxable goods or services covered by the Agreement, the Provider 

shall promptly notify Customer after discovery and Customer shall remit such Taxes to Provider. 



f. Fee Increases. Charges for Services are based on the rate(s) and tariff(s) charged to Provider and 

Provider's vendor(s). Should any vendor rate(s), element(s), or other costs charged to Provider 

increase during the Term of the Agreement, Provider may increase the rate charged to Customer 

in an amount equal to 1.3x the underlying cost increase ("Provider Rate Increase"). All Service 

charges are subject to a minimum five percent (5%) annual increase ("Minimum Increase"); 

provided, however, the total annual increase shall not exceed the greater of the Provider Rate 

Increase, the Minimum Increase, the Consumer Price Index rate of inflation (specifically the CPI-U), 

and twenty percent (20%). Notwithstanding the foregoing, in the event of any change in applicable 

law, regulation, decision, rule or order that materially affects Provider's ability or cost to provide 

the Services, Provider may modify this Agreement (and any Services or Service charges provided 

hereunder) upon prior written notice to Customer.  Unless otherwise agreed in writing, Service fees 

may be increased by Provider notifying Customer of such increase at least thirty (30) days prior to 

the price increase. Such notice may be in the form of an invoice or other form of notice used by 

Provider to communicate with Customer. Additional fees for any upgrade or any additional Service 

ordered by Customer; and the expiration of any discount or incentive programs to which Customer 

was previously entitled do not constitute fee increases.   

g. Attorneys' Fees. Provider shall be entitled to recover its attorneys' fees and related expenses in 

the event suit is brought or an attorney is retained to enforce the terms of the Agreement or to 

collect any moneys due hereunder or to collect money damages for breach hereof. 

h. Security Deposit. Customer will deliver to Provider a deposit equal to the amount of the monthly 

subscription fee for the Services (the "Security Deposit"). The Security Deposit is not an advanced 

payment of fees or Expenses or a limit on Provider's damages in the event of Customer's breach of 

the Agreement.  Provider is not required to segregate the Security Deposit from other funds or pay 

any interest on the Security Deposit.  Without prejudice to any other remedies, Provider may apply 

the Security Deposit to unpaid invoices or against any damages suffered by Provider as the result 

of a Customer Breach.  At Provider's demand, Customer shall replenish any portion of the Security 

Deposit applied by Provider.  Upon termination of the Agreement, Provider will refund the Security 

Deposit (or any remaining balance) to Customer within 120 days. 

 



7. SERVICE SUSPENSION AND DISPUTES 

a. Generally. Provider shall endeavor to resolve with Customer any circumstance the results in the 

exercise of Provider's suspension rights as reasonably practicable under the circumstances. Bases 

for suspension include, without limitation, the following: (i) a material risk caused by Customer, its 

Affiliates, or its or their Authorized Users or Representatives to the security or performance of the 

Services, Customer, or any other Provider customer or business partner; (ii) use of the Services in 

violation of the Agreement; or (iii) Customer is delinquent in its payment obligations for any 

undisputed amounts. In the case of payment delinquency, Provider shall notify Customer (including 

by phone or email to Customer's business contact) at least five (5) days before suspending the 

applicable Service. For any other suspension, Provider shall make a good faith effort to contact and 

provide notice to Customer in advance. Payment of undisputed amounts will be considered 

delinquent if not received within 15 days after the invoice date. Provider acknowledges that 

suspending the Services is a significant action.  Provider shall exercise this remedy only in good faith 

and as necessary to resolve the issue giving rise to the suspension. 

b. Effect of Suspension. Upon a suspension of Services, Customer (i) shall remain responsible for 

all fees and charges for suspended Services and other Services to which Customer continues to 

have access, if any; and (ii) Customer will not be entitled to any compensation or credit for any 

period of suspension, unless the suspension was due to Provider's error or omission. 

c. Billing Disputes. Billing disputes must be asserted by Customer in writing to Provider within 

thirty (30) days after the date of the invoice giving rise to the dispute. Suspension rights, 

Termination rights and interest on late payments will not be exercised by Provider if Customer's 

dispute of charges is reasonable and in good faith and Customer reasonably cooperates with 

Provider to resolve the dispute. 

d. Service Disputes. If Customer believes any Services delivered by Provider are of a lesser quality 

than set forth in the Agreement, Customer must notify Provider in writing, delivered by certified 

letter return receipt requested, outlining the problem and Customer's desired outcome. Provider 

will have thirty (30) days from receipt of Customer's letter to bring the Service quality up to the 

agreed level. If Provider cannot resolve said issues within such thirty (30) day period and the Parties 

are unable to reach a mutually acceptable plan for resolution then, as Customer's sole remedy, the 



Service fees associated with the affected Service(s) will be reduced by 20% until the Service(s) is 

returned to the agreed level(s).  

 

8. TERM AND TERMINATION 

a. Agreement Term. The term of the Agreement (the "Term") begins on the Effective Date of the 

Initial Subscription Term for the first Service purchased and ends on the date of termination or 

expiration of the final Subscription Term. 

b. Subscription Terms. Customer may purchase subscriptions to one or more Services. The 

effective period of each subscription is a "Subscription Term", which will begin on the 

subscription's "Effective Date" and ends five (5) years after its Effective Date, unless otherwise 

specified in the Order Document.  At the end of the then-current Subscription Term, each Service 

subscription will automatically renew for the same period length as first subscribed (a "Renewal 

Subscription Term") until either Party delivers a 180-day written notice of cancellation-renewal.  

c. Subscription to Upgraded or Additional Services. If Customer upgrades any Service subscription 

during a Subscription Term, then the Subscription Term for the upgraded Service will extend the 

term of any existing subscriptions which would expire sooner to have the same end date of the 

upgraded service. Fees for the upgrade will be added to the then-current subscription Service fee. 

The Subscription Term for any additional Service that Customer subscribes to will begin on the 

Effective Date for that upgraded Service and Customer will be charged separately for the applicable 

activation and annual Service subscription fee for the additional Service. If Customer upgrades the 

tier of Service purchased, renews a Service, or purchases an additional Service, then all Services to 

which Customer subscribes under these Terms will be subject to the then-current Terms and 

applicable Supplemental Terms.  

d. Termination for Breach or Cause. Either Party may terminate the Agreement or any affected 

Service by notice to the other Party  upon the other Party ceasing to operate in the ordinary course, 

making an assignment for benefit of creditors, or becoming the subject of any bankruptcy, 

liquidation, dissolution, or similar proceeding that is not resolved within sixty (60) days of filing. 

Provider may terminate the agreement if the Customer materially breaches its obligations under 



the Agreement. Material breach by Customer includes the following by way of example and not 

limitation: (1) Customer is unable to resolve any material issue leading to suspension of Services 

arising from the acts or omissions of Customer, its Affiliates, or its or their Authorized Users or 

Representatives within thirty (30) days following notice of suspension; or (2) Customer's use of the 

Services in violation of Applicable Laws.  If Provider terminates the Agreement or any Service 

because of Customer's material breach, no amounts will be refunded to Customer. 

e. General Effects of Termination. Upon any termination of the Agreement: (i) all of Customer's 

rights under the Agreement immediately terminate (with the exception of those surviving 

termination, as described below); and (ii) Customer shall pay early termination charges equal to 

one hundred percent (100%) of the Subscription fees for the remainder of the Subscription Term 

(the "Early Termination Charges"). Early Termination Charges shall be paid within thirty (30) days 

after delivery of Customer's termination notice or immediately upon receipt of Provider's invoice 

for same. Transitional services or information shall not be provided by Provider until Early 

Termination Charges are paid in full.  All provisions that by their nature should survive termination 

of the Agreement will do so (including, by way of example and not limitation, payment obligations, 

indemnification and defense obligations, and duties of confidentiality). 

f. Return of Equipment and Transfer of Contracts.  Upon any termination of the Agreement 

Customer may either relinquish all equipment owned by Provider or enter into a new agreement 

with Provider for continued service.  If Provider has been required to enter into third-party 

contracts (software, licensing, subscriptions, pre-purchased products, etc., collectively 

"Contracts") to ensure Customer receives uninterrupted Services, Customer shall be solely 

responsible for any Contracts which extend beyond the termination date by either transferring the 

Contracts into the Customer's name or paying the termination fees associated with such Contracts.  

Regardless Customer shall pay Provider for one (1) month of service beyond the termination date 

to provide continuity of services for Customer and allow ample time for Provider to terminate any 

underlying services and remove Provider's equipment and software. 

9. WARRANTIES 

a. Mutual Warranties. Each Party represents and warrants to the other Party that (i) it has the 

authority to enter into and perform its obligations under the Agreement; (ii) the Agreement does 



not conflict with any other agreement entered into by it; (iii) it does not conduct business for any 

unlawful purpose; and (iv) it is not on the United States Department of Treasury, Office of Foreign 

Asset Control's list of Specially Designated National and Blocked Persons; Her Majesty's Treasury, 

Asset Freezing Unit's Consolidated List of Financial Sanctions Targets; the European Union's 

consolidated list of persons, groups, and entities subject to EU financial sanctions; or any similar 

list of embargoed or blocked persons applicable to persons or entities in the jurisdiction of such 

Party's domicile or use of the Services. 

b. Provider's Warranties. Provider offers the following warranties for the Services: 

i. The Services provided to Customer under the Agreement will perform in all material 

respects in accordance with its applicable, then-current Documentation; (2) subject to 

Section 4(c), neither a Service nor its features or functionality will be materially reduced  

during a Subscription Term (provided, however, reductions may take effect upon expiration 

of a Subscription Term with at least ninety (90) days' written notice to Customer);  and (3) 

Provider will use commercially reasonable efforts to ensure the Provider Technology 

provided to Customer contains no computer virus, Trojan horse, worm, or other similar 

malicious code; provided, however, Provider does not warrant that the Provider Technology 

is free from all bugs, errors, or omissions. 

ii. The warranties in this Section 9(b) do not apply to the extent that the Service, systems, or 

software have been modified by persons other than Provider's employees or persons 

authorized by Provider. 

c. Disclaimer of Implied Warranties. Except as expressly provided in the Agreement, the Services 

are provided on an "as-is" and "as available" basis, and neither Party makes any warranties of any 

kind, whether express, implied, statutory, or otherwise, and each Party specifically disclaims all 

implied warranties, including the implied warranties of merchantability and fitness for a particular 

purpose, to the maximum extent permitted by Applicable Laws. 

10. INDEMNIFICATION 



a. Indemnification Clause. Customer shall indemnify and defend Provider and its Affiliates and their 

respective directors, officers, and employees against Losses incurred as a result of a third-party 

demand, claim, or action that (1) Customer's use of the Service in breach of the Agreement infringes 

the Intellectual Property rights of a third party; (2) results from Customer's breach of its obligations 

under the Agreement; or (3) results from Customer's violation of Applicable Laws. 

b. Process. The obligations of Customer to defend or indemnify Provider under this Section 10 are 

subject to the following: (i) the Provider must promptly inform the Customer of any claim or action 

within the scope of the Customer's defense or indemnity obligations set forth in the Agreement in 

writing, provided that Customer shall not be excused from its indemnity obligations for failure to 

provide prompt notice except to the extent that the Customer is prejudiced by any such failure to 

provide prompt notice; (ii) the Customer shall be given exclusive control of the defense of such 

claim and all negotiations relating to its settlement, except that the Customer may not, without 

Provider's approval, (A) make any admissions on the Provider's behalf or (B) settle any such claim 

unless the settlement unconditionally releases the Provider of all liability; and (iii) the Provider must 

reasonably assist the Customer in all necessary respects in connection with the defense of the 

claim, at the Customer's expense. The Provider may participate in the defense of the claim at its 

sole cost and expense. 

c. Exclusive Remedy. This Section 10 states the Customer's sole liability and the Provider's exclusive 

remedy with respect to Infringement and any third-party claim or action described in this Section. 

This Section does not apply to any direct claims between the Parties.  

11. MODIFICATIONS 

a. Modification Notice. Subject to the restrictions in this Section 11, these Terms, the Acceptable 

Use Policy, or any Supplemental Terms may be modified from time to time. Provider shall provide 

prior written notice ("Modification Notice") to Customer of such modifications at least thirty (30) 

days prior to the effectiveness of the modifications. No prior notice is required if modifications are 

necessary to comply with Applicable Laws, but Provider shall use commercially reasonable efforts 



to provide prior notice when practicable. The list of services in the table in Section 15 may be 

modified at any time without providing prior notice. 

b. Renewal Modification Notice. The modifications will become effective (without notice) for each 

Service affected by the changes upon renewal of such Service. Customer may avoid the applicability 

of the changes only by cancelling the renewal of Customer's subscription prior to commencement 

of the Renewal Subscription Term. 

c. General. Customer will be bound by the modifications as of the effective dated stated in the 

Modification Notice. 

12. EXCLUSION OF CERTAIN CLAIMS; LIMITATION OF LIABILITY 

a. Exclusion of Certain Claims. In no event shall either Party be liable to the other Party or any 

other party for cost of cover or any consequential, indirect, special, punitive, incidental, 

exemplary, or lost profits damages of any kind, whether foreseeable or unforeseeable. The 

previous sentence will not apply to (i) instances of gross negligence or willful misconduct, (ii) a 

Party's breach of its privacy, security, and confidentiality obligations set forth in Section 4 and 

Section 8, (iii) to a Party's misappropriation of the other Party's intellectual property rights, or 

(iv) to a Customer's indemnification obligations. 

b. Limitations of Liability. Except as otherwise provided in these Terms, in no event shall 

Provider's aggregate liability to Customer exceed the fees paid or payable by Customer to 

Provider under the Agreement during the thirty (30) day period immediately preceding the event 

giving rise to the claim. Provider will have no liability to Customer if technology or human failures 

cause any disruption to Customer, any injury to persons or property, losses (including any loss of 

business or data losses), damages, claims or demands of any kind or nature, including, but not 

limited to, use or inability to use the service or equipment, reliance by any end user or customer 

on any data provided or obtained through use of the Services or equipment, any interruption, 

defect, error, virus, ransomware, cybercrime, or delay in operation or transmission, any failure 

to transmit or any loss of data arising out of or in connection with the Agreement.  In no event 



shall Provider be liable to Customer, any end user, or any of their respective employees or agents, 

or any third party, for any indirect, incidental, special, consequential, or punitive damages. 

c. Limitation of Claims. Notwithstanding any statute or law to the contrary, and except with respect 

to claims of infringement or misappropriation of Intellectual Property of the other Party, neither 

Party may bring any claim relating to the Agreement more than one (1) year after the events giving 

rise to the claim occurred. 

d. General. These exclusions and limitations apply even if the remedies are insufficient to cover all 

the losses or damages of such Party, its Affiliates or, in the case of Customer, Authorized Users. 

Without these limitations, the fees for the Service(s) would be significantly higher. Some 

jurisdictions do not allow the exclusion of certain warranties or the limitation or exclusion of 

liability for incidental or consequential damages. Accordingly, some or all the above exclusions or 

limitations may not apply, and the Parties may have additional rights. 

13. MISCELLANEOUS 

a. Compliance with Laws. Each Party shall at all times comply with all Applicable Laws, including, 

without limitation: anti-corruption laws, including, to the extent applicable, the U.S. Foreign 

Corrupt Practices Act of 1977, as amended; federal immigration and hiring laws. 

b. Relationship of the Parties. The Agreement does not create a partnership, joint venture, agency, 

or fiduciary relationship between the Parties.  

c. Third-Party Applications. Provider shall not be responsible for and does not in any way endorse 

any Third-Party Applications or websites linked to by Provider's website or the Services. 

d. Publicity. Neither Party shall issue any public statement regarding the Agreement without the 

other Party's prior written consent. Unless a Party has specifically notified the other Party to the 

contrary in writing, either Party may use the name or logo of the other Party or its Affiliates to 

identify such other party as a customer or vendor (as the case may be) in accordance with that 

Party's provided marketing guidelines. 



e. Non-Solicitation. Customer acknowledges that Provider has invested substantial expense in 

terms of time and money spent on advertising, screening, testing, training, and experience 

development of its personnel, in addition to the consequential impact an employee may have on 

the revenue activity to Provider. Customer shall not to solicit, hire or otherwise contract with any 

employee and/or independent contractor of Provider without the expressed written consent of 

Provider while said employee and/or independent contractor is in the employment or contract of 

Provider or within one (1) year after leaving employment of Provider. Customer further agrees to 

indemnify and compensate Provider for liquidated damages that may be suffered by Provider 

relevant to the impact of their solicitation of the employee. The liquidated damages for breach of 

this clause shall not be less than $100,000.00. This Section 13(e) shall survive the termination of 

the Agreement. 

f. Governing Law; Jurisdiction and Venue. The Agreement and all matters in connection with the 

Agreement will be governed by laws of the state of Alabama, without regard to any conflicts of 

laws principles that would apply the law of any other jurisdiction. Any suit, claim, or other action 

to enforce the terms of the Agreement will be brought exclusively in the state and federal courts 

located in Jefferson County, Alabama, and Customer hereby submits, and waives any objection, to 

the jurisdiction of such courts. 

g. Equitable Relief. Each Party acknowledges that damages may be an inadequate remedy if the 

other Party or its Affiliates or its or their Representatives (or, in the case of Customer, Authorized 

Users) violate the obligations under the Agreement, and each Party shall have the right, in addition 

to any other rights it may have, to seek injunctive relief without any obligation to post any bond or 

similar security. 

h. Force Majeure. Provider shall be responsible to Customer for any failure or delay of performance 

caused by circumstances beyond Provider's reasonable control, including, without limitation, fire, 

earthquake, storm, or other act of God; labor disputes or supplier failures or shortages; electrical, 

telecommunications, or other utility failures; vandalism, ransomware, or cybercrime; embargoes; 

riots; acts of government or national emergencies; or acts of terrorism or war.  



i. Notices. Provider shall provide Customer with legal notices in writing by email, mail, or courier 

to the address provided by Customer. Customer shall immediately notify Provider of any change 

to Customer's address for notice. Except as otherwise specified in the Agreement, all notices to 

Provider must be in writing and sent to IT Voice, 4260 Cahaba Heights Court, Suite 100, 

Birmingham, Alabama 35243, Attention Legal Department. 

j. Successors and Assigns. Either Party may assign the Agreement without the other Party's consent 

to an entity that acquires all or substantially all of the assets of or that is an Affiliate of the assigning 

Party; provided, however, that (i) the assigning Party must provide notice of the assignment to the 

other Party, (ii) the assignee agrees in writing to be bound by the Agreement, and (iii) the non-

assigning Party may prohibit assignment to a competitor of the non-assigning Party or to an entity 

operating a business in violation of Applicable Laws. Except as provided above, neither Party may 

assign its rights or obligations under the Agreement without the other Party's prior written consent, 

such consent not to be unreasonably withheld or delayed, and any attempt to so assign the 

Agreement will be null and void. The Agreement will bind and inure to the benefit of each Party's 

permitted successors and assigns. 

k. Severability. If any provision of the Agreement is determined to be invalid or unenforceable by 

any court, then to the fullest extent permitted by law, that provision will be deemed modified to 

the extent necessary to make it enforceable and consistent with the original intent of the Parties 

and all other provisions of the Agreement will remain in full force and effect. 

l. Waiver. No waiver of any provision of the Agreement, nor any consent by a Party to the breach 

of or departure from any provision of the Agreement, will in any event be binding on or effective 

against such Party unless it is in writing and signed by such Party, and then the waiver or consent 

will be effective only in the specific instance and for the purpose for which given. 

m. Entire Agreement. The Agreement constitutes the entire agreement and understanding 

between the Parties with respect to the subject matter thereof and supersedes all prior or 

contemporaneous communications, representations, agreements, or understandings (whether 

written, electronic, or verbal) between the Parties with respect thereto. Except as specified in 

Section 11, the Agreement may not be modified or amended except by a written instrument 



executed by both Parties. Customer's standard terms of purchase or vendor management terms 

(including purchase order terms or click-through terms), if any, are inapplicable. Except to the 

extent expressly specified otherwise, if there is any conflict between these Terms and any of the 

other Agreement documents, then the following order of precedence applies: (i) any addendum 

between the Parties, (ii) the Order Document, (iii) the Supplemental Terms, as applicable, and (iv) 

these Terms. 

14. SUPPLEMENTAL TERMS. The supplemental terms below corresponding to a Service ("Supplemental 

Terms") govern Customer's use of that Service:  

Terms and Conditions Applicable to Voice & Carrier Services 

The following Supplemental Terms shall apply to Voice & Carrier Services: 

1. ********911 DISCLAIMER********. 911 EMERGENCY SERVICE IS NOT 100% SUPPORTED FOR IP 

PHONE TECHNOLOGY AND IS SUBJECT TO LIMITATIONS. ALL USERS SHOULD BE ALERTED OF THE RISKS 

ASSOCIATED WITH USING VOIP FOR E911 SERVICES. By entering into this Agreement, Customer assumes 

the risk of losing Emergency 911 dialing capabilities, agree to notify all users of the risks, and consent to 

the disclosure of your telephone number and other identifying information to Emergency 911 authorities 

as Provider deems necessary in its sole opinion and discretion. 

2. Facsimile and Recording Limitations. Due to faxing being outdated, Services to any lines used for faxing 

are not guaranteed to work. Recordings will be available for thirty (30) days unless stated otherwise in the 

Order Document or restrained by system limitations. 

3. Installation Requirements. To ensure satisfactory operation of equipment, Customer is responsible for 

ensuring its facility meets the following requirements: (1) conduit for cabling is already present (if required 

by building codes) and prices for cabling assumes that the building is equipped with standard drop in 

(suspended) ceilings (with at least 24" clearance above ceiling grid) and all walls are studded walls with at 

least 3" clearance on the interior of the walls (any building or areas of the building that have other finishes 

may require Provider to attach conduit to the walls, floors, or ceiling that may not match existing surfaces 

in color or texture); (2) room temperature must be maintained between 60-80 degrees Fahrenheit; (3) 

relative humidity not exceeding 75%-non condensing; (4) normal business lighting; (5) adequately 

equipped and isolated power; (6) a 3' minimum clearance in front of the equipment; (7) access to "cold 



water ground" within 10' of the equipment; (8) the demark must be in the same room as the equipment 

(if it is not, then the demark will be extended at the customer's cost); and (9) the location(s) designated 

for the equipment shall not be within the proximity of utility piping which may cause harm to the 

equipment if the pipes were to malfunction. Any damage to equipment caused by the failure of the above 

conditions or any other environmental conditions shall be Customer's responsibility. 

4. Carrier Management. Customer appoints Provider as Customer’s exclusive agent to act on its behalf to 

provision services with the underlying telecommunications carrier (“Carrier”) (if any). Customer authorizes 

Provider to provision and manage Carrier’s services, receive, and pay bills from Carrier on Customer’s 

behalf and engage with Carrier on Customer’s behalf to open tickets, report service outages, and engage 

with Carrier for technical support. Customer shall abide by Carrier's current terms of service. Customer 

acknowledges that Provider may not be a reseller of Carrier services and is only responsible for managing 

Carrier’s services on behalf of Customer. Customer shall execute the necessary Letter(s) of Authorization 

(LOA) necessary for Provider to perform the services described in this section. Provider’s price quote for 

the carrier services does not include taxes, surcharges, or other fees for the proposed services, or any 

miscellaneous additional charges that may be applicable but cannot be precisely quantified. Such charges 

may include directory assistance charges, franchise fees, license fees/taxes, local usage charges, per usage 

feature charges, dual party relay charges, hearing and speech impaired charges, miscellaneous listing 

charges, number portability recover charges, misc. internet charges, long distance charges, operator 

assistance call charges (i.e., collect calls, third-party calls and call interrupts), and/or other charges 

identified in tariffs or applicable Carrier service agreement terms. In accordance with the tariffs or other 

applicable service Agreement terms, Customer will be responsible, and Provider will invoice Customer, for 

all such charges incurred or increases to same. Nonprofit organizations are advised that the majority of 

telecommunication taxes and fees will apply regardless of any tax-exempt status and the organization 

should expect to be invoiced for taxes and fees. 

5. Domestic and International Call Limitations. Provider may or may not block international calls and 

directory assistance calls. If you require these features, please contact Provider to have them enabled. 

Overages above the included Domestic long-distance use will be invoiced by Provider at the Provider’s 

current rate per Minute of Use (MOU). No International Long Distance is included within the services 

unless specifically stated. All International calls will be invoiced to Customer over and above the monthly 

payment at the tariffed rate(s).  



6. Switch/Internet Access. Unless otherwise stated in the Order Document, phones do not include 

network switch or internet access. Customer is solely responsible for all costs associated with Customer’s 

internal network (including a managed switch) and internet access (including providing a Public IP 

exclusively for Voice use). Further, Customer acknowledges that the VOIP services provided by Provider 

use the Customer’s internet and recognizes that the voice quality will depend on the quality of Customer’s 

internet service. 

7. Termination of Existing Services. Customer is solely responsible for disconnecting any existing 

telecommunication networks or facilities and for any termination liability associated with such 

terminations.  



Terms and Conditions Applicable to IT & Cloud Services 

The following Supplemental Terms shall apply to IT & Cloud Services: 

1. Customer Obligations. Customer shall (a) grant to Provider all appropriate administrator access to 

equipment, systems, and portals, and (b) maintain all necessary media, license keys, and vendor contact 

numbers and provide such information to Provider when needed. CUSTOMER IS SOLELY RESPONSIBLE FOR 

ENSURING THAT THE PRESCRIBED BACKUP SCOPE COVERS ALL REQUIRED CUSTOMER DATA. Customer will 

immediately notify Provider upon learning of any significant problem with the performance of the 

network. Customer will, from time to time, purchase such software and hardware as may be reasonably 

necessary for the effective operation and supportability of its systems and infrastructure. Customer may 

be responsible for performing tasks required for data security and retention. Customer will notify Provider 

within a commercially reasonable time of any changes in Customer’s key personnel. 

2. Special Equipment Requirements. In a co-managed, a la carte, data backup, or other IT services in which 

Customer retains part of the systems management, Customer shall not make any changes to equipment 

or solution(s) for which the Provider has management responsibilities.  Any required changes (including, 

without limitation, to software versions, patches, connectivity, configurations, warranties, underlying 

operating systems, etc.) shall be coordinated with Provider, which may result in additional charges to 

Customer.  If changes are not coordinated with Provider and the function of Provider's solution(s) is 

affected thereby, Provider will invoice Customer for the time and expense incurred by Provider to restore 

the solution(s). 

3. Cyber Insurance. Customer is required to purchase cyber insurance to reimburse Customer for the cost 

of Provider services needed to mitigate any cyber event which insurance must be in place for the duration 

of the Agreement. The amount of insurance coverage must be based on the perceived exposure and risk 

associated with Customer’s business. Provider fees include but are not limited to any and all time for 

technical and customer support at emergency rates, consulting, technical tools, forensic tools, systems, 

processes and controls to attempt to prevent, remediate and/or eliminate a perceived or active cyber 

threat. Services may include, but are not limited to, support for investigations, technical and legal support, 

gathering forensic evidence and customer support before, during and after the event. Due to the urgency 

and nature of cyber events, Provider will require a monetary deposit from Customer to begin remediation 

which will be applied toward payment for Provider's remediation services in an amount determined in 

Provider's sole discretion. Customer is solely responsible for paying Provider in full for all services, 



equipment and goods provided by Provider in connection with the remediation. Such services, equipment 

and goods include, without limitation, Provider's time, tools, software, hardware, resources and any other 

items needed for the mitigation, consulting and support during the cyber event) regardless of whether 

Customer has a cyber insurance policy in effect. Customer will pay Provider within thirty (30) days of 

Provider's invoice regardless of whether Customer is in receipt of a settlement from its insurance company. 

 

 


